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DISCLAIMER ~ @spotron

This document contains confidential information and materials provided by Skylone Technology Ltd.

This document, information and ideas herein may not be disclosed, copied, reproduced or distributed to anyone
outside Skylone Technology Ltd. without prior written consent of Skylone Technology Ltd.

Skylone Technology Ltd. MAKES NO WARRANTIES, EXPRESS OR IMPLIED, WITH THIS DOCUMENT. Skylone
Technology Ltd. intends the information contained in this document and materials provided to be accurate and
reliable. However, errors may occasionally occur. Therefore, all information and materials are provided "AS IS"
without any warranty of any kind.

This document and materials are subject to change without notice.

Skylone Technology Ltd. may have patents, patent applications, trademarks, copyrights or other intellectual property
rights covering subject matter in this document. Furnishing of the documents or materials delivered does not give
you any license to trademarks, copyrights or other intellectual property.

Trademarks: Products, Brands and Visuals mentioned in this document are trademarks or registered trademarks of
their respective holders.
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MAIN FEATURE




MAIN FEATURES

SaaS : Ready to use on-demand software
 As a Cloud service by Skylone to SMB customers.
* As a Shared service from an MSP to 1ts customers.

Enterprise/Telco grade Hotspot solution:

Integration and cooperation with leading security gateway vendors
Can be scale up to your security gateway scalability
Distributed architecture support via central deployment

SSL encrypted traffic on guest networks



MAIN FEATURES

*  Web based management interface

In-house developed unigue portal engine
Role based management (6 different roles)
Profile based management

Multilingual support

Rule 5651 compliant: Guest information recorded on Security Gateway's log

records.

Spotron has been incorporated into the strategy of leading network-security

companies.
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OPOLOGY @ Spotron
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OPOLOGY

» Spotron Server should be placed to DMZ
* Services handled by Spotron:

« DNS, DHCP, RADIUS, HTTP

- Certificate requirements :

* Authentication Traffic (for Security Gateway)

1.e. gateway.company.com

* Portal Traffic (for Spotron)

1.e. hotspot.company.com
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» Spotron software will be Installed through an ISO image

S

-RV

RS

UP

- Configuration parameters are predefined :

» |P addresses, DHCP Scope, Domain Names, etc.

* Installation will be completed as unattended.

@Spotron

+ Can be installed on a virtual environment or on a physical system

» lypical hardware requirements;

» 2 x CPU core, 2 GB memory, 40 GB Hard Drive, Single Ethernet

Interface



AUTHENTICATION METHODS




AUTHENTICATION METHODS  @&Spotron

Gateways on different locations can be Authentication
One Time Password
configured to use different authentication f\;e;f::fd
Aggrement
m eth O d S' External Database
Turkish ID
. . Declaration
Authentication parameters can be configured
' ' One Time Password
olobally or based on location (gateway). One e Pescr

Approval
Agreement

External Database
Turkish ID Verification
Declaration

Dynamic ID will be placed as “User

Name” in log records of Security Gateway.

Kimlik Dogrulama
Tek Kullanimlik Sifre
Ontaniml
Profile based management. Onay

Sozlesme

Harici Veritabani

TC Kimlik
Beyanname

Multilingual interface (based on browser

language)



ONE TIME PASSWORD (SMS

» Self Registration

Name
Display Name
Second Factor Capable

Password Length

Password Complexity

» Authentication

Long-Wait Period (in seconds)
Access Code Validity

information will be

delivered via SMS.

Disclaimer Header

* Abuse protection for
frequent SMS requests

Enter one field per line.

For example;
Full Name
*Must not empty
@Mobile Number
Verification Code

QTP) @Spotron

Record Details
otp
One Time Password
No
Default OTP Configuration
6
Simple
180
3600
Everytime
Default OTP Provider
Spotron SMS (Poly)
Authentication Default Parameters
Spotron

[tr{internet erisimi icin dogrulama parolaniz: (($otp)))(en|Validation code to
access internet: (($otp)))

(tr|Okudum, Kabul Ediyorum.)(en|l have Read and Agree.)

(tr]

Kurum ve igbirligi icinde oldugu markalarin<br>
hizmetlerinden, kampanyalarindan, tanitimlarindan<br>
ve aktivitelerden e-posta, sms ve diger iletisim<br>
yollari ile haberdar olmak istiyorum ve bilgilerimin<br>

(trlAdiniz, Soyadiniz
E-Posta Adresiniz
@GSM Numaraniz
&Kullanim Sartlan
|Erisim Kodu
~Hatirla
?Haberdar Ol

)(en|

Your Name

E-Mail Address
@Mobile Number
&Disclaimer
!Access Code
~Remember
?Subscribe)

» Customisable query fields



PREDEFINED (SMS OTP

* Restricted (predefined)
users only

* No Self-Registration
» No query fields

« Authentication

information will be
delivered via SMS.

@Spotron

Dinamik Kullanici Kayit Bilgileri

| Dinamik Kimlik

| Misteri

| Yetkili Satici

| Erisim Kodu Gegerlilik Stresi
| Durumu

Kullanici Girdisi

00905333144490
Skylone ;I
Skylone Technology Ltd. j
Anlik ~|
Aktif ~|
Gokhan Poyraz

Y,

Adi
Gorlndr Adi

llave Dogrulama Yéntemi

Kayit Bilgileri
static
Predefined User
Hayir

Varsayilan Yapilandirma

Sifre Uzunlugu
Sifre Zorlugu

8
Basit

Varsayilan OTP Saglayici

OTP Saglayici

Spotron SMS (Poly)

Kimlik Dogrulama Varsayilan Ozellikleri

Mesaj igerigi

Portal Soru Alanlar
Her satirda bir soru giriniz.

Omegin;
@XKullanici Adi
ISifre
*Zorunlu alan

ktr|Internet erisim yetkiniz tanimlanmistir. Giris
icin bu sifreyi kullaniniz: (($otp)))(en|Your
credential has been created. Please use this
password to access Internet: (($otp)))

(trl@GSM Numaraniz
IErisim Kodu
&Kullanim Sartlan
~Hatirla

)(en|@Mobile Number
lAccess Code
&Disclaimer
~Remember)




@Spotron

Approval Status

APPROVAL (SMS OTP

Record Details of Approved Users

S | _[_‘ R ' ! Dynamic Identification  00905333144490 Approval Status none
ell Registration e
Authorized Domain Skylone Technology Ltd. Reject ° Engelle
Access Code Validity Instant Access
Current State Active Reset @ Reset
\ User Input | Portal Usage Information
Approval mechanism through an
Total OTP Sent 0
Last Delivery
' ' ' . Session ID Last Use
predefined (or individual) e-mall R —
First Update 03 May 2015 Sunday, 19:00:12 Last Login
' ' Last Update 20 May 2015 Wednesday, 12:59:35 Successful Usage 0
n O-t | ﬂ C a_tl O n Local IP Address Failed Usage 0
Download 114.90 MB Short Counter 0
Upload 18.87 MB Successful Login 0
| Display Name™ Approval '
| Second Factor Capable No ~|
S e C O n d C O py (CC B C C) 'to a Default Approval Configuration
) | Password Length 8
| Password Complexity Default ;]
d f\ d _t | Sending Period (in seconds) 3600
p re e | n e aC C O U n | Access Code Validity 8 Hours =l
| Access Validity Everytime =l
Default OTP Provider
| OTP Provider Spotron SMS (Poly) ~|
, Default Approval Method
C U S'to m I S ab | e q U e I/‘>/ ﬂ e | d S | Approval Request Method Sponsor E-Mail ~|
| SMTP Relay Host relay1.skylone.net
| SMTP Port 587
| Username username
| Password password
' ' ' ' ' | Communication Channel TLS ~|
Authentication information will be ey E
| From Name Spotron
| From Address spotron@skylone.net

delivered via SMS after approvement.

| Subject

Sponsor Message Content

Internet Erigim Talebi: ($guestid)

Merhaba,<br>Asagida detaylar bulunan kullanicinin Internet erigimi
igin tarafinizdan onay beklenmektedir.<br>($guestdetails)

<br>Litfen asagidaki uygun adimi seginiz:($actions)Tesekkirler,

<br>($customer).




SMS GA

* Profile based SMS
gateway management

* WebService and
HT TP PUT/GET support

» More than 10 SMS
brovider already

integrated as a predefined
record.

“WAY'S

OTP Providers

@Spotron

|< < 1-12/12 > >|

Record Name Send Method  Customer Group  Domain

I< < 1-112/12 > >|

* New Record 1 view  ( Refresh

Q

# Display Name

1

2

3

4

5

6

7

8

9

10

1

12

OTP Saglayici Kayit Bilgileri
Kayit Adi
Migteri Skylone
Msteri Grubu Skylone
Yetkili Satici Skylone Technology Ltd.
Gorlinir Adi
Gonderim Yéntemi Kisa Mesaj
e -
e
Aciklama
—— -
B R L P
OTP Saglayici Bilgileri

Kullanici Adi
Sifre

Uygulama Kimligi

Gonderim Adresi

Test Mesaji Génder

R R B ittt DT Y

<?xml version="1.0" ?>

<PACKET>
<USERNAME>(Suser)</USERNAME>
<PASSWORD>($pass)</PASSWORD>
<ORIGINATOR>SPOTRON</ORIGINATOR>
<STARTDATE></STARTDATE>
<EXPIREDATE></EXPIREDATE>
<PHONENUMBER>($gsm)</PHONENUMBER>
<MESSAGE><![CDATA((Stext)]]></MESSAGE>
<MESSAGETYPE>1</MESSAGETYPE>

</PACKET>

W Galstir




HODS @Spotron

OTHER ™M

* Spotron can be integrated with an external
database (Oracle, MS-5QL, MySQL) to check
information provided by guest users for

authentication.

- [CKN validation through web service of nvi.gov.tr

S supported.

» Disclaimer only access Is supported.


http://nvi.gov.tr

PORTAL CUSTOMISATION



PORTAL CUSTOMISATION @ spotron

Default Portal Resources Portal Settings
HTML Template 4 View Web Engine Default
Stylesheet o View Customer Logo X View ¥ skykhe
Mobile HTML Template |4 View HTML Template 7 Edit
Mobile CSS 4 View Stylesheet 7 Edit
Aggreement Text 4 View Background 08 View v T

Mobile Portal Settings

Customer Logo

« User interface can be HTML Template 7 Edit
customised easily through Stylesheet  Edit
management portal. EEe =
Aggreement Text Default Settings
« Advanced customisation is Aggreement Text 7 Edit

also supported through
changing files on filesystem.



-AUL =P m @Spotron

® ® @ Skylone Hotspot Portal + iPhone 65 — IOS 10.0 (14A345)

@ | https://skylone.net/spotron/?act=greet&app=hotspot ¢ Search B 3 = Carrier = 4:19 PM -

a skylone.net
skylche

dylpe B

Obtain Access Code

Welcome

Complete the form

. e - Your N: E-Mail Add
Enjoy Free Wi-Fi service. CUIAIS e fess

You can use Wi-Fi service by _ _

receiving an access code for
free to your mobile. Mobile Number

You have Nouse sree COde -y —
your mobile number.

™ iti .
Please add country code also if Terms and Conditions: | Have Read and Agree
you are in roaming

Welcome

Complete the form

Enjoy Free Wi-Fi service.

You can use Wi-Fi service by receiving an

) | have agree that the company and can notify me via SMS or e-mail by using information | .
< S ty S access code for free to your mobile.

provided here, regarding promotions, events and campaigns.

You have to use area code in your mobile
number.

Send Acc Ie-..'

Please add country code also if you are in
roaming.

Obtain Access Code

Skylone Your Name
Wi-Fi service provided for free by Skylone. S y ne

® 2015 - All Rights Reserved

«  Default Template usage with backeround image and logo customisations.




BASIC TEMPLATE @ Spotron

P PY iPhone 6s - iPhone 6s /i0S 9.1 (13B137)
/‘9 C( Skylone Hotspot Portal x \\+ Carrier 3:44 PM -
& https://skylone.net/spotron/?5bd9c7b1fe9e72ad336031fe1a9b71f22a9460a3 &  Q Search B $&§ = \ & skylone.net (@]
I s t S
We come, y ] . Welcome,
You are in Skylone wireless access point location. SKME You are in Skylone wireless access point location.
Spotron You can directly access to Interet by getting an access code via SMS! ‘ You can directly access to Internet by getting an access
| code via SMS!
i - |
I Motlia Nemhe, \ | Mobile Number
| Disciaimer | have Read and Agree. ZONE \
Disclaimer
! | Remember | I have Read and Agree.
() Send Access Code ‘ Remember <
| \
‘ ‘ () Send Access Code
| |
© 2015 Skylone Technology Ltd., All Rights Reserved.
‘ Skylone Anasayfa
! T
© 2015 Skylone Technology Ltd., All Rights Reserved. S Anasa U m @

» Basic lemplate usage with background image and logo customisations.




Your Name
E-Mail Address
Mobile Number

Disclaimer

Remember

Subscribe

INPUT FIELDS

| have Read and Agree.

| have agree that the company and can notify me

via SMS or e-mail by using information | provided
here, regarding promotions, events and campaigns.

{ ) Send Access Code

Input fields can be changed through

management interface without involving

HTML code.

@Spotron

Authentication Settings

Type
Password Length

Password Complexity

Sending Period (in seconds)

Long-Wait Period (in seconds)

Access Code Validity
Time Quota (in minutes)
Data Quota (in MB)
Predefined Users Only
Sender Information

Message Content

Disclaimer Header

Subscription Header

Requested Information Fields

Enter one field per line.

For example;
Full Name
*Must not empty
@Mobile Number
Verification Code

One Time Password
6

Strong

180

3600

4 Hours

240

1024

Yes

SPOTRON
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DIRECTION & SELF REGISTRATION  @Spotron

New Tab x \ +

&  Q Search

[ JON <

Skylone Hotspot Portal x ‘u\ +

(- & hitps://skylone.net/spotron/?act=greet&app=hotspot

wB ¥

¢ Q_ Search

wBa 3

@Spotron

© 2015 Skylone Technology Ltd., All Rights Reserved.

Welcome,
You are in Skylone wireless access point location.

You can directly access to Internet by getting an access code via SMS!

| Mobile Number
| Disclaimer | have Read and Agree.

| Remember

* () Send Access Code

ZONE

Skylone Anasa




“RIFICA

| ION <

Skylone Hotspot Portal x +

(- @ https://skylone.net/spotron/?5bd9c7b1fe9e72ad336031fe1a9b71f22a9460a3 (4 Q, Search ﬁ g ‘
3G

- Please provide the access code sent to your mobile phone. SleQI'P
S potro n If you didn't get the access code or want to check information that you ; /‘ . O \ )

provided please click on "Start Over" button.

@. 02 Nisan Persembe
Mobile Number 5333144490 PONE
ZONE ®
SPOTRON
*I Access Code I18°237| ll Validation code to access internet:

(s StartOver () Verify 180287

4

> slide to unl

© 2015 Skylone Technology Ltd., All Rights Reserved. Skylone Anasayfa |




AU THEN

ICA

[ON & ACC

<

Proven network

security solutions

backed by extensive
experience.

v
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ABUSE PROTECTION @SPOU‘OD

® ® Q: Skylone Hotspot Portal x +
€ ) & nhtps://skylone.net/spotron/?5bd9c7b1fe9e72ad336031fe1a9b71f22a9460a3 @ Q Search B $ =
@ You have requested lots of access code. You need to wait the leQ'B
Sp otron timeout in order to get a new one. sk
Click "Continue" when latest access code delivery done.
p—y =
| Mobile Number 5333144490 ZONE
() Send New Access Code (Please wait for 572 seconds)
&y Continue
% You have requested many access code in short period. The last one
sent and valid.
Click "Continue" when access code delivery done.
ved. If your mobile number is incorrect, please correct it. A new access code
- ' will then send when you click "Send New Access Code" button after the
Abuse protection for e

consecutive SMS-OTP
@ You have requested lots of access code. You need to wait the
req uests. timeout in order to get a new one.

Click "Continue" when latest access code delivery done.




SMS-OTP AUTHENTICATION  @Spotron

@ You most probably gave the wrong mobile number. —#» The access code that we sent before valid, please use it..
Please correct and continue. If you lost the access code, please click on "Send Again" button to get
new one.

O We are sorry, we can't be able to send an SMS to your mobile.

o
. . y —— The access code that we sent recently still valid.
Please wait for a while and try again.

Click "Continue" when access code delivery done.

If your mobile number is incorrect, please correct it. A new access code

0 Validity of the access code has expired. will then send when you click "Send New Access Code" button.

Please continue to get a new access code.

! Sorry, given access code is not verified. Please check it with the
— Please provide the access code sent to your mobile phone. code sent to your mobile and press "Verify" button again.

If you didn't get the access code or want to check information that you If you want to check information that you provided or want to get another
provided please click on "Start Over" button. access code please click on "Start Over" button.




AUTHENTICATION WITH APPROVAL

0 Your access request has been forwarded for approval.

Please wait for a while and verify the access code when you get it by
SMS.

— Your access request is waiting for approval.

Please wait for a while and verify the access code when you get it by
SMS.

~#¥ Your access request has been approved and the access code that
we sent before valid, please use it.

If you lost the access code, please click on "Send Request" button to
create new request.

— Your access request has been approved.
Please provide the access code sent to your mobile phone.

If you didn't get the access code or want to check information that you
provided please click on "Start Over" button.




QUOITA & SERVIC

G

- OUTAG

You have exceed your daily usage quota..
Thank you for using our Hotspot service..

%Y Sorry, the service is temporarily unavailable.

Please wait for a while and try again.
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@Spotron

skylche

Spotron Portal

Home | Management Tools | Admin Tools | Resources | Reports

Account Management
Authorized Domains

Portal Users
Customers
Gateways

User Activities

’ Dynamic Users

Approval Management

Predefined Users
External DB Users

Authentication

One Time Password
Predefined
Approval
Aggrement

External DB

Portal Management
OTP Providers
Portal Resources

Dynamic Users

¥ NewRecord i Delete [ View (J Refresh

=
k490
Domain

Dynamic Identification OTP Try Login LastState  Customer

#
1 ’ 00905333144490 2 11 0 success skylone s-skylone
Dynamic Users

Please select an option.

= ZEdt| § D*u OK

Record Details of Dynamic Users

Current State

Latest Activity &
Active 2015-04-02, 16:22:39

Super Admin | Sign out

I< < 1-6/6 > >|

Registration Date
2015-04-02, 14:44:51

Portal Usage Information

Dynamic Identification [ 00905333144490 ] Registration Date 02 April 2015 Thursday, 14:44:51
Customer Skylone Total OTP Sent 2
Authorized Domain Skylone Technology Ltd. Last Delivery 02 April 2015 Thursday, 21:05:21
Access Code Validity Everytime Last Use 02 April 2015 Thursday, 16:22:39
Current State Active [ Last Status Successful Authentication ]
User Input ‘our Name: Last Login

Mioblle Numbor 5333144480 Successful Usage "

Disclaimer:true Failed Usage 0

pemenbertiue Short Counter 1
Session ID 8fab4e2c9a786679f9395c61296aa48334d9e998 Successful Login 0

Hotspot Usage Information

First Update 14 March 2015 Saturday, 05:15:05
Last Update 14 March 2015 Saturday, 06:28:57
Local IP Address
Download 7.96 MB
Upload 589.49 KB

{7 Edit ¥ Delete () OK



LOG RECORDS - SPOTRON  @spotron

skylche Spotron Portal
Home | Management Tools | Admin Tools | Resources | Reports Super Admin | Sign out
General User Activities

Service Information

Reports (4 Refresh
User Activities * Q < < 1507130 > >|
Log Records 4490
User Activities # Rec Num Date & ID Type Customer Domain Session ID
1 12961 2015-04-02, 21:05:21  00905333144490  otpsent skylone s-skylone 8fab4e2c9a786679f9395c61296aa48334d9e998
2 12652 2015-04-02, 14:46:51 00905333144490 otpauthdone  skylone s-skylone ¢561d2c262987d7a3c769bc3f3215683196¢97e0
3 12651 2015-04-02, 14:44:51  00905333144490 otpsent skylone s-skylone ¢561d2c262987d7a3c769bc3f3215683196¢97e0
4 11690 3799885590e
5 11689 3799885590e
6 11688 ()oK
7 11687
8 11681 Record Details
9 11680 Date 02 April 2015 Thursday, 14:46:51
10 11679
» 11678 ID 00905333144490
12 11677 Record Type OTP Validated
Session ID ¢561d2c262987d7a3c769bc3f3215683196¢97e0

Account Details

Customer Skylone

Authorized Domain Skylone Technology Ltd.

Gateway Skylone Testbed
Product Poly
() OK



LOG RECORDS - GA

RULE 5651 COMPLIANCY

= 172.22.22.100 - Check Point SmartView Tracker - O
ER R 7* % T @ 5B @  UismartComsole~ Check Point
2 SmartView Tracker
@ Network & Endpoint '5 Active & Management
< | All Records (fw.log) MIYIEIE =0 %8¢ 8|0 ® . & x
E= Network & Endpoint Queries |
=) 9 Predefined No. Y Date Y Tme Y Y Y Origin Y ¥ Y Y Serwice Y Source Y Source User Name] ¥ Destination Y Rule ¥ Cum.Rule.. ¥ RuleNa.. Y SourcePort *
[ All Records 3535 2Apr2015  16:22:40 = gfw [ @ 10.22.22.10 ofw 1 1-Standard 51636
o I Network Security Blades | 3536 2Apr2015  16:22:40 = giw E & 10.22.22.10 otw 1 1-Standard 51637
@ [ Firewall Blade 3537 2Apr2015  16:22:41 - 10222210 gfw 1 1-Standard 51639
@ U IPS Blade 13538 2Apr2015  16:22:41 = gfw 10.22.22.10 0090533314490 |
@ ) DDos Protector 3539 2Apr201S  16:22:41 TRE L= otw B @ = hitps T0.32.22.10 otw 1 1.5tandard 51641
& @ Threat Prevention 13540 24pr2015 162242 I [& gfw E @1 mp 10.22.22.10 0090533314490 209.87.209.100 2 2-Standard 51643
@ [ Application and URL Filte | 3341 2Apr2015  16:22:43 gl — S 10222210 0020333314249 dossexes 1 1-Standard 51222
@ @ HTTPS inspection (3542 2apr2015  162243) EE (B gtw B @ np 10.22.22.10 00905333144490 209.87.209.100 2 2-Standard 51667
@ (B identity Awareness Blage | 3543 2API201S 162243 = ow B @ = hitp 70.22.22.10 00905333144400 | 209.67.209.100 2 2-Standard 51668
O Moble Access Biade \ 24pr2015  16:2243 I (& gfw B @ 2 ntp 10.22.22.10 0090533314490 209.87.209.100 2 2-Standard 51669
- @ Anti-Spam & Emali S 28pr2015  16:22:43 = gtw E @1 np 10.22.22.10 00905333144490 209.87.209.100 2 2-Standard 51670
® e eam 24pr2015  16:22:43 = giw E @1 mp 10.22.22.10 00905333144490 209.87.209.100 2 2.Standard 51671
@ T Data Loss Prevention Blac| 5, 2Apr2015  16:22:43 = gfw E @1 mp 10.22.22.10 00905333144490 209.87.209.100 2 2.Standard 51672
@ @ PsecVPNBlade |30 upoois 162243 B gtw E @1 ntp 1022.22.10 0090533314490 209.87.209.100 2 2-Standard 51673
@ o Advanced Networking Bl | 3640 2apr2015 162243 I (& giw B @ nttp 10.22.22.10 0090533314490 209.87.209.100 2 2-Standard 51674
@ @ Traditional Anti-Virus Bla 13550  2Apr2015  16:22:43 = gtw B @ mp 10.22.22.10 00905333144490 209.87.209.100 2 2-Standard 51675
@ B More 3551 2Apr2015  16:22:43 = ofw B @ 12 np 10.22.22.10 00905333144490 209.87.209.100 2 2.Standard 51676
@ Firewall-1 GX Blade 13552 2Apr2015 162243 EE & gfw B @1 mp 10.22.22.10 0090533314490 209.87.209.100 2 2-Standard 51677
€D UTM-1 Edge 3553 2Apr2015  16:22:43 I8 & gfw E @ 12 np 10.22.22.10 00905333144490 209.87.209.100 2 2-Standard 51678
{=) Monitoring Blade 13554  24pr2015 162243 IE (& gfw % g I http 10.22.22.10 00905333144490 209.87.209.100 2 2.Standard 51679
© I Endpoint Security Blades | 3555  2Apr2015  16:22:43 I & gtw 19 nttp 10.22.22.10 00905333144490 209.87.209.100 2 2-Standard 51680
& an 13556 2Apr2015  16:22:43 = gfw E @ np 10.22.22.10 0090533314490 209.87.209.100 2 2.Standard 51681
© & Media Encryption & Port | 3557 2Apr201S  16:22:43 = gw E @1 nmp 10.22.22.10 00905333144490 209.87.209.100 2 2-Standard 51682
63 Firewall 13558 2Apr2015  16:22:43 = gfw E @ 12 ntp 10.22.22.10 00905333144490 209.87.209.100 2 2.Standard 51633
. Endpoint Compliance | 3559 2APr2015  16:22:43 = gtw E® 1= mp 10.22.22.10 00905333144490 209.87.209.100 2 2-Standard 51684
. TP X
98 Application Control 13560  2Apr2015  16:22:43 = otw E @ np 10.22.22.10 00905333144490 209.87.209.100 2 2-Standard 51685
B Ful Disk € A 3561 2Apr2015  16:22:43 = gtw E @1 nmp 10.22.22.10 00905333144490 209.87.209.100 2 2.Standard 51636
@ Anti ;M:::mm 13562 2Apr2015 162243 IE & gtw E @1 mp 10.22.22.10 0005333144490 209.87.209.100 2 2-Standard 51687
) 3563 2Apr2015  16:22:43 = gfw [E @ %2 domain-udp 10.22.22.10 00905333144490 dns-sever 1 1-Standard 51505
© webche 13564 2Apr2015  16:22:43 = gtw E © =& domain-udp 10.22.22.10 0090533314490 dns-sever 51222
Cllent Events 3565 24pr2015  16:2243 I (& gfw E @ 2 ntp 10.22.22.10 0090533144490 04.3120.154.1P0C0... 2 2-Standard 51688
£ custom 13566 2Apr2015  16:22:43 = giw E @ mp 10.22.22.10 00905333144490 ord31522-in-f10.1e... 2 2.Standard 51639
3567  2Apr2015  16:22:45 2% [& gtw [E] @ =& domain-udp 10.22.22.10 00905333144490 dns-sever 1 1-Standard 61363
13568 2Apr2015 162245 IE [& gfw E @ ntp 10.22.22.10 00905333144490 149.3.176.187 2 2-Standard 51690
3569 2Apr2015 16:22:45 & gfw E] 6 %2 domain-udp 10.22.22.10 00905333144490 dns-sever 1 1-Standard 58135
13570 2Apr2015  16:22:45 gfw [E] @ % domain-udp 10.22.22.10 0090533314490 dns-sever 1 1-Standard 49440
3571 2Apr2015  16:22:45 gtw B @1 np 10.22.22.10 00905333144490 0rd08s11-in131.1¢... 2 2-Standard 51692
(3572 2Apr2015  16:22:45 ofw B @ 2 ntps 10.22.22.10 0090533314490 mucO3s14-in-f8.1e1... 2 2-Standard 51693
< > v
Ready Total records in file: 3624
< > Ready Track Logs: Read/Write




’ @ Previous @) Next [2) Copy Details

Record Details

Identity Awareness
LogIn

Product Identity Awareness

Date 2Apr2015

Time 16:22:41

Number 3538

Type Log

Origin afw

Source 10.22.22.10
[Bo0e05333144490

service =

Protocol =

Interface =

Source Port =

Method
Description
Identity Source

onf[] seveiy

@ Login

rSuccessful Login

‘ User and Password
Authentication

Captive Portal

Group

User Information

Associated Roles

Source User Group  All Users; hotspot-guest
Source Machine

hotspot-authentication

Client Version
Product Family

Identity Awareness Captive
Portal

R77
IE] Network

Information —
v

AILS - GATEWAY

Record Details

@ Previous

© Next

[2) Copy Details

@ Security Gateway/Management

Product == Security
Gateway/Management

Date 2Apr2015

Time 16:22:43

Number 3542

Type Log

Origin gfw

Source 10.22.22.10

I B 00905333144490 1

Destination 209.87.209.100
Service http (80)

Protocol ICP tcp

Interface &= eth1

Source Port 51667

Policy Name Standard

Policy Date Thu Apr 02 13:18:22 2015

Policy Management  gfw

Action
Rule

Rule Name
User

& Accept
2

Current Rule Number 2-Standard

00905333144490

NAT rule number
NAT additional rule

XlateSrc
XlateSPort
Session ID
Product Family

{14FEG9ED-E791-424D-BC09-
069C634E05EB}

4
1

gfw (172.22.22.100)
35005

edfdd47ea

@ Network

inzone: Internal
outzone: External
senvice_id: hitp

v



-NCE




REFERENCES

Banking companies

Insurance and Financial companies

Shopping malls

Retall companies

Big enterprises (holding companies) with central deployment

MSSP provider (solution provided as a central service to It's
customers)
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