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MAIN FEATURES
• SaaS : Ready to use on-demand software

• As a Cloud service by Skylone to SMB customers.

• As a Shared service from an MSP to its customers. 

• Enterprise/Telco grade Hotspot solution:

• Integration and cooperation with leading security gateway vendors

• Can be scale up to your security gateway scalability

• Distributed architecture support via central deployment

• SSL encrypted traffic on guest networks 



MAIN FEATURES
• Web based management interface

• In-house developed unique portal engine

• Role based management (6 different roles)

• Profile based management

• Multilingual support 

• Rule 5651 compliant: Guest information recorded on Security Gateway’s log 
records.

• Spotron has been incorporated into the strategy of leading network-security 
companies. 
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TOPOLOGY
• Spotron Server should be placed to DMZ

• Services handled by Spotron:

• DNS, DHCP, RADIUS, HTTP 

• Certificate requirements :

• Authentication Traffic (for Security Gateway)

i.e. gateway.company.com

• Portal Traffic (for Spotron)

i.e. hotspot.company.com
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SERVER SETUP
• Spotron software will be installed through an ISO image

• Configuration parameters are predefined :

• IP addresses, DHCP Scope, Domain Names, etc.

• Installation will be completed as unattended.

• Can be installed on a virtual environment or on a physical system

• Typical hardware requirements;

• 2 x CPU core, 2 GB memory, 40 GB Hard Drive, Single Ethernet 
Interface
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AUTHENTICATION METHODS

• Gateways on different locations can be 
configured to use different authentication 
methods.

• Authentication parameters can be configured 
globally or based on location (gateway).

• Dynamic ID will be placed as “User 
Name” in log records of Security Gateway.

• Profile based management.

• Multilingual interface (based on browser 
language)



ONE TIME PASSWORD (SMS OTP)

• Self Registration

• Authentication 
information will be 
delivered via SMS.

• Abuse protection for 
frequent SMS requests

• Customisable query fields



PREDEFINED (SMS OTP)

• Restricted (predefined) 
users only

• No Self-Registration

• No query fields

• Authentication 
information will be 
delivered via SMS.



APPROVAL (SMS OTP)

• Self Registration

• Approval mechanism through an 
predefined (or individual) e-mail 
notification

• Second copy (Cc, Bcc) to a 
predefined account

• Customisable query fields

• Authentication information will be 
delivered via SMS after approvement.



SMS GATEWAYS

• Profile based SMS 
gateway management

• WebService and      
HTTP PUT/GET support

• More than 10 SMS 
provider already 
integrated as a predefined 
record.



OTHER METHODS

• Spotron can be integrated with an external 
database (Oracle, MS-SQL, MySQL) to check 
information provided by guest users for 
authentication.

• TCKN validation through web service of nvi.gov.tr 
is supported.

• Disclaimer only access is supported.

http://nvi.gov.tr


PORTAL CUSTOMISATION



PORTAL CUSTOMISATION

• User interface can be 
customised easily through 
management portal.

• Advanced customisation is 
also supported through 
changing files on filesystem. 



DEFAULT  TEMPLATE

• Default Template usage with background image and logo customisations.



BASIC  TEMPLATE

• Basic Template usage with background image and logo customisations.



INPUT FIELDS

• Input fields can be changed through 
management interface without involving 
HTML code.



USER EXPERIENCE



REDIRECTION & SELF REGISTRATION



VERIFICATION



AUTHENTICATION & ACCESS



USE CASES



ABUSE PROTECTION

Abuse protection for     
consecutive SMS-OTP 

requests.



SMS-OTP AUTHENTICATION



AUTHENTICATION WITH APPROVAL



QUOTA & SERVICE OUTAGES



ADMINISTRATOR EXPERIENCE



USER ACTIVITIES - SPOTRON



LOG RECORDS - SPOTRON



LOG RECORDS - GATEWAY

RULE 5651 COMPLIANCY



LOG DETAILS - GATEWAY
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REFERENCES

• Banking companies

• Insurance and Financial companies 

• Shopping malls

• Retail companies

• Big enterprises (holding companies) with central deployment

• MSSP provider (solution provided as a central service to it’s 
customers)
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